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1. g

JIT A B B AL TR _E RIS 2 B B B 32 Bl o LA AT W A I ) sshiil 5545 7T RERE
I #2252 Bk B tH 7&K & A0 2 IR . R sshiif 5% 38 50A K F ELBO™ i 1 F P A2 RV, AR FRAT
s sl 35 S Bl AT FT RE 2 W 0 2 B B2 0 TR 1 BLRB AR R 0P o P DAFEBRATT 0 s s 55 S B e - T
SN HURITEK A5 I, RO S I H It A 2 A5 4R FEL 2L

Eighe, A PMHELHTBENRSGS, I sshBE IME it #ER. 8%, £8Finux
ZGiH, sshR a4 F B — B # 2 openssh, EEGNEN N BRI HEANCFEAE /var/log/auth. log X
R, FEXASCEF R BAIED W FARMHE, A, BRI RGE CEEE 25 A I

Jan 19 08:29:46 DocBoon sshd[765073]: Invalid user ari from 165.232.75.221 port 48646 (1)
Jan 19 00:00:53 DocBoon sshd[757795]: Failed password for root from 165.22.88.72 port 49300 ssh2 (2]

KB AL T PRI A A
O EBEA AN H &
0  FEIIMRERLH H &

HEREOLT, BRI TR T TARR), B0 T RSA A A7, iR4E 7 i
AP 2 REM ARG TR RAAAER . — BERWARGPAAEENH P, iR TR — 50
TIZASF P By i o

2. tHX BiSRER

2.1. BABEAFRZNAE

WA 44 8 H SR ) T B

(1] (2] (3] (4] (5]

Jan 19 08:29:46 DocBoon sshd[765073]: Invalid user ari from 165.232.75.221 port 48646

Jan 19 08:29:46 : If[a)Ek;

DocBoon : sshiRZ#HINLER 4

ari : BT EAENLRA 4
165.232.75.221 « AT EBAE A B IPHIIE;
48646 : #7711 BAHTRIMG .

© 6060 00

2.2. BHOBKBEEBHES

B IR TSR H EA A E R 7B

(1] (2] (3] o (5]

Jan 19 00:00:53 DocBoon sshd[7595]: Failed password for root from 165.22.88.72 port 49300 ssh2

O Jan 19 00:00:53 : AR,
® DocBoon : sshiRZEHINIES 4
© oot : B T HIFNMBITCRIH F 4
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(4]
(5]

165.22.88.72 : WM T E A3 FH 1 TP
49300 : N T EAFHAMEI,

—HAHERRI T IXFERER, LA R RN

3. frsE¥ant

TP IR — LB AT Y, AT LA AN T TR 576 35 A T ssh R St

1.

2

FERCE SO P i A B B
R ) 2 A T o

3.1 g BREXH

BAANE T, sshiARSS 23 HIHCE S & /ete/ssh/sshd_config. —Y8F E R E AT :

1.

AllowGroups

REANEA JE TERE — 8 24 BRI 24 51136 CHLrh m] DA 7" F7 9 @ leAs) « BRIA SRV A 40
B, WRMEHTXANES, WA ARTFXEH PR G, MRl Eiad. x5

H7 407 87 F4” (primary  group), WEl/E/etc/passwd3CAFRTEE I, X B R VE FH4LH
L EAS R F FHGID. AR allow/deny T84 #ZMR RAINGFALEE: DenyUsers, AllowUsers
DenyGroups, AllowGroups

AllowUsers

XANES 5 PR — £ 2 2 R 0 F P 2 90 3% G b n] DLEE A 77 R0 S8 ECAE) o« BROA SRV IT A

HAPE&ES. WREHTRXNMES, B2 RFXEH P &S, MELLERERP . WRiEE

1 USERGHOST HLzKFIH 1, A2 USER Al HOST A [ Bk & . X HL R SCVFE I AL B9 4% T AN fu
Y FHUID. A2 allow/deny 84 3% THIFALEE: DenyUsers, AllowUsers, DenyGroups
AllowGroups

AuthorizedKeysFile
FEIBGZ P AT ARG S RSA/DSA A8 %4154 b ml DU TR SRR S F2 i () S b1 DL AT e

HHIFFS: %% Rox' % « %h RaHPPIERZE. % BrRZHPPH 4. 203 B2 G RE N
ARG IRAR, EARMAX T £ H RN BRIMER". ssh/authorized keys”s

Banner

FXA TR S N AR P T UGERT BoR g @ A . XA RE A T-SSH-2, BK
I AR BWEATEIR. "none” FinEE FH X AN

Ciphers

fRESSH-2 VA FH I IN A Bk . Z2ANFIEZ AMEAE S0k, AT RMEHAM LD T : “aes128-
cbe”, “aesl92-cbc”, “aes256-cbc”, “aesl28-ctr”, “aesl192-ctr”, “aes256-ctr”, “3des—cbc”
“arcfourl28”, “arcfour256”, “arcfour”, “blowfish—cbc”, “cast128-cbe” BRIMEZR] LIE
R
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10.

11.

12.

13.

14.

ClientAliveCountMax

sshd (8) TEAR BT 2 i[5 B A e 2 VP RIEZ DA "alive B BRIMERZ 3
FIEXA LRJE, sshd(8) Fom b W R, e iE. FHEEENE, Talive”HES
TCPKeepAlive HRKZER. "alive”H B2 NFERERIER, FEASHIKE; W

TCPKeepAliveZl & n] A IR . GniR ClientAliveInterval Wi 15 I+ Bk
ClientAliveCountMax PREFAERINE, HIBATNEME i KL SEASHY G MR bl i . X484
A AT LA F SSH-2 803 o

ClientAlivelInterval
WE A DFME RIS, W SR X A A (R B 7 o AT 4, sshd (8) i idid 224zl

BRI P RIE N alive i3S, HEREMNE. BRIME 0 RRAKIE alive”JHE . KR
FFSSH-24 %

Compression

AR ERIE AT I, R RBIENIh 5 ExX@EEREnE . THE: “yes”
“delayed” (2kiN), “no”.

DenyGroups

XANE A JG H R — 5 S8 BRI 20 42 51038 LA m] DS A7+ F07 97 JBRLAT) « SRSV RT A 4
B, WHRAH TXANMES, BaXSHF R R B HEIEAES. XEH - T

H” (primary group), WikiE/etc/passwdCHFH+EEMA. X B H RV A4 ML FmA e

HGID. M%) allow/deny 84 T&IR AP ALH: DenyUsers, AllowUsers, DenyGroups
AllowGroups

DenyUsers

XA A TR — & A% 0 B A 7 44 8103 CRL bl DURE R 7" A7 2" @ B4 « BRI RRVEIT A
P Es. WA TEXANMES, WA P EEIELA S 5. WRIEE T USEREHOST #EAKH
JU, B2 USER FI HOST Hf[RIN B A, X B Su vl HI - 1) 4 i A e v FHUTD. AHSGHY)
allow/deny 84 3%IB R #|fFA4L3#: DenyUsers, AllowUsers, DenyGroups, AllowGroups

HostbasedAuthentication

X484 5 RhostsRSAAuthentication 28BL, {HEZ{Y AT A T SSH-2. HEF{# FHERINME "no” . #HEFE
1 FHERIAME "no” 28 1R X FhAS 22 45 AR 77 e

HostbasedUsesNameFromPacketOnly

fEJFfE HostbasedAuthentication HIEM T, $EEMRFG LML ~/. shosts ~/.rhosts /etc/
hosts. equiv FATIEFEENAILEN, 2EHITRAEAEN. “yes"HK/R sshd(8) (LR ik
HERENLAA AT R . BRIAMESR "no”.

HostKey

ENRAH SR E . WERBUR AN, sshd(8) A ReTEAE 5. SSH-1ERIA R /etc/ssh/
ssh_host_key o SSH-22RiAJE& /etc/ssh/ssh host rsa key F1 /etc/ssh/ssh host dsa key o —
BEHTLUHAE Z M FERIRH. “rsal ”fXHTSSH-1, “dsa”Fl”rsa”{{ H F-SSH-2.

ListenAddress
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

fRE  sshd(®)  MEWrmIMZgtbhl, BRMEYT Ak, nTRMEAH NHEIOM:  ListenAddress
host|IPv4_addr|IPv6 addr ListenAddress host|IPv4 addr:port ListenAddress [host]|
IPv6_addr] :port WIHAFEE port , HAEIH Port 3EAMIME. FTLMEHZ A ListenAddress
BT 2Nk

LoginGraceTime
B HB1 P s ZBAE A 5E A PR T IERSCZD, 0 Ros ToRR . BRIAEAE 12080
LoglLevel

o€  sshd(8) MWHBHEY GEMMEE) . W HMEW R QUIET, FATAL, ERROR,  INFO(BRIA),
VERBOSE, DEBUG, DEBUG1, DEBUGZ2, DEBUG3,DEBUG 5 DEBUGI Z:fr; DEBUG2 A1 DEBUG3 M43
feE TR, SRR H &S .t DEBUG SEVELNRY H A r Be i - UG R, Btk
XHEH

MaxAuthTries

R ERR K RVFRER S BRMER 6 o R RBEAE B E X AU —F, &
BRI OT,  H oA s i R H B S

MaxStartups

KA R L DN RVGERER . BIMER 10 - BEARGE, BABEZIER, BRI
EBAER DB Y LoginGraceTime [FR .

PasswordAuthentication

Fe T SUVFAE 3 T B I AE. BRI N "ves”.
PermitEmptyPasswords

TR EM AR P E R B A 0",
PermitOpen

B8 TCPu; % ) e vr i) B i, vl DMER I a2 Nk Bin. BIARVITE R KIER. &
FNEi=ROY E S W/ PermitOpen host:port PermitOpen IPv4 addr:port PermitOpen
[IPv6_addr] :port “any”A] LLH TR B FTA R R r— V18 KiK.

PermitRootLogin

BBV root  EBF. WHMHEWT: “yves” (BN  FRARAW. "no"FTREEL. “without-
password” K n2E IE i M GFE S . “forced—commands—only” %8 RAZEFRE T command #EIH
FIE LR 74 R AR S . RN L EAE TR gizR b, XAMEE H T HOERE& 2
KIIEN.

PermitTunnel

Y tun (4) B R . ATHMEM TR : “yes”, “point—to—point” (layer 3)
“ethernet” (layer 2), “no” (BRil). “yes”[AIN 282 % "point—to—point” 1" ethernet”.

PermitUserEnvironment
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25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

IBERTG AW sshd(8)  Ab¥E  ~/.ssh/environment LA ~/.ssh/authorized keys
) environment= &I, BRIMERE " n0”. WHBEN"yes " T HES S P A WL FLL s (Hdn
LD_PRELOAD) Zéidd vy [l &, 3 a2 2= IR

PidFile
FREETBA S AZSSHAF A FR RS, BRI /var/run/sshd. pid U
Port

88 sshd(8) PP MV AR D5, BRIAH 22 o ALMEHZ 4SBT 2400 0. BRUCKE
AP Mg 0 E sy, {H2r LB ListenAddress #8%E REFE MmO EBIT,

PrintLastlLog

f57E sshd(8) RBAER KA H A RN FTEV iR Ja — AL 7 RIS 1] . BRIAE R "ves” s
PrintMotd

7€ sshd(8) RBAER KL HAERINITH /ete/motd UAFRINA . BRIMER "yes”.
Protocol

$65E sshd(8) STHFMISSHIMUMIMAS . " 1" A" 2" TN SZHESSH-1FISSH-2W0 . 72, 17 R Al
i S 3 SSH-1 FISSH-2 908 o

PubkeyAuthentication
T SUVFAHWIE. XA EAH T-SSH-2. BRIME N ves”.
RhostsRSAAuthentication

R AE R AT (S EAAE GBI A A FE F LA PSR FH P 4 AT UGIE) « A FSSH-1. iXA:i#
S ERSAVIE AN JE Fide 2 ~/. rhosts BY /etc/hosts. equiv FHATINIERT. W T 24 E, BiUf
FHERIME "no” .

RSAAuthentication

A SRVHE L RSA AFIAIE. AUHFSSH-1. BRIMESR"yes o

ServerKeyBits

T8 I IR S% B B4 B . X T-SSH-1. BRAE R 768 (1) . He/MER 512 .
StrictModes

TRER TR ESR sshd(8) ERSZHERIE R AT T 3 H SR A R IC B OSP4T 1 E AR &
SRR WAL FHER A" yes” RIS AT BE H BL AU AR IR IR -

Subsystem

BB —MNMMNBTRE B, — AN SCAERF IR « AUHFSSH-20h. [ER— N T RAN LT
RS By 4T (kTN 240 « Hein”sft /bin/sftp-server”s
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36. SyslogFacility

feE  sshd(8) KHHEMWEELWAHEF RS (facility) Kik. HRUEZ: DAEMON,  USER,
AUTH (®kiA), LOCALO, LOCALI, LOCAL2, LOCAL3, LOCAL4, LOCAL5, LOCAL6, LOCAL7

37. TCPKeepAlive

TRE RGBT AR ) i sk TCP keepalive THE . BRIMERE"yes” . TXAMH B AT LRI 2 SEE
HERRAIICH . B AR . T A no” SR X AMRRE .

38. UseDNS

18 sshd(8) RBPRIZAHEFEFHN LT RIAMAT, DAEELFENLAL B S HIPHIE ST,
TRINE N yes”s

39. Uselogin

AL B A 1E I F s fE A login(1) o BRMER 0" WRFFIIES, WA
X11Forwarding ¥<s#iZE ik, BN login(1) AENEWAALH xauth(1) cookies - FHEEJEREM
7&, login(l) AZEILHFREPATHLM. R E T UsePrivilegeSeparation , HPA B KAE
INETE G AR

40. UsePrivilegeSeparation

ik sshd(8) i GIEARRAL T BERR AL BRI NTE R A7 AR BEAT IR 7325 o BRIMER "yes” . A
ERRIIIG K EAZAAER P I S QU 55— alb R IXFEEN B R Dy 1 B 1 R A kB 1
PEFEARTHRUIR, AT AR 8 B I 22 42

3.2. (RS

— R A A R B . Mg — A SSH-Server (192. 168.31.66) « — & SSH-
Client, W FEFIR:

K1 MBRER

i =

SSH-Server SSH-Client

FRATTE M SSH-CL1 ent BB F|SSH-Server . fESSH-Serverf — /4 Fbob, fESSH-CLienttd . — M
Fibob CHARWTT LM FHHARBIH P, DB

1. ssh-keygen

TESSH-Client b AN T iy &y & 7= AL 28X
ssh-keygen

2 HRAT 5 A AT B S B3t

bob@SSH-Client:~$ ssh-keygen




sshgk I H Ty 245 1)

Generating public/private rsa key pair.

Enter file in which to save the key (/home/bob/.ssh/id_rsa):
Created directory '/home/bob/.ssh'

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/bob/.ssh/id_rsa
Your public key has been saved in /home/bob/.ssh/id_rsa.pub
The key fingerprint qs:

SHA256 :u8bmOIR3amluHGNU2XE71ZB1iSJepPDEeCOyYGBDArCO bob@SSH-Client
The key's randomart image is:

F===[RSA JOT2]=====+

|0. o
[oot = .
‘o: * +

[E . +o0.. +

|
|
|
|
| . . o..S=. |
|
|
|
|

.=Bo....
=B+.00.

* K

+-———[SHA256]----- +
bob@SSH-Client:~$

X, FATESSH-ClientH]/home/bob/. sshy/ H 3 N2 BN

F, 1d_rsafe VAR id_rsa. pubse A
ssh-copy-1id

EHT 40T i 2 fir 4K A P12 | BISSH-Server
ssh-copy-id -i .ssh/id_rsa.pub bob@192.168.31.66

bob@SSH-Client:~$ ssh-copy-id -i .ssh/id_rsa.pub bob@l192.168.31.66

id_rsaflid_rsa.pub. H

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: ".ssh/id_rsa.pub"
The authenticity of host '192.168.31.66 (192.168.31.66)' can't be established.
ED25519 key fingerprint is SHA256:e0JFz2cx/XsJQqRxPiu5RGVtZ6TAy0tBXeJEdFc+bAo.

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any

that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now

it is to install the new keys
bob@192.168.31.66's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'bob@l192.168.31.66"'"

and check to make sure that only the key(s) you wanted were added.

bob@SSH-Client:~$

ssh-copy-id¥G NS REFENLES T ~/. ssh/authorized_key U

/etc/init.d/ssh restart

TESSH-Server I H HT )5 5lssh & 5t

/etc/init.d/ssh restart

ssh&pE

32T >k MSSH-CLient B 42 2 & IYISSH-Server, FESSH-ClientH AT Ty 4:

ssh bob@192.168.31.66
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3.3. EARENM

sshguard
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